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Syntensia Managed Security Subscription Services for SMB




EMERGING THREATS IN A WIRED WORLD -

Just a decade ago, firewalls were sufficient to protect against virtually
all threats coming from the Internet. Today enterprises large and small
are facing a wide variety of threats ranging from viruses, spyware,
hacking attempts, malicious spam to inappropriate web surfing.

Threats are now not just idle hackers, but focused criminal elements
with targeted, blended forms of attacks. With the proliferation of
threats, a wide variety of different security solutions have been
developed to address these threats. The number, variety and
sophistication of threats against business networks have multiplied,
and traditional standalone firewalls and antivirus software on desktops

THE SECURITY LANDSCAPE

EXTERNAL THREATS

These threats consist of foreign and
domestic launched cyber attacks. Attacks
may be worm or virus related, or hacking
activities to discover valuable private
business data.

INTERNAL THREATS

Consist of information leakage, malicious
activities from employees within the
organization. Employees may be accessing

are no longer sufficient. business critical data, trade secrets,

sensitive customer and employee databases
and sharing the information with outside
interests. They may be introducing spyware,
worms and viruses into your network,
unintentionally or otherwise.

GOVERNMENT REGULATION
The latest government regulations like Sarbanes
Oxley Act, Gramm Leach Bliley Act and HIPAA
Compliance and many others are making IT
security alegal requirement.

While large enterprises have the resources to employ datacenter managers with the expertise to manage the individual
security products and then integrate them into a protective whole, the security requirements of small and medium
businesses remain a big challenge due to lack of dedicated resources, time and budget constraints.

In such a scenario of a rapidly evolving threat environment, businesses today require multiple security features in an
easy to use form to ensure an advanced, affordable and comprehensive network protection. Buying just a !box" is not
enough.

SYNTENSIA!S UNIQUE SECURITY ON DEMAND OFFERING

Established in 2005, Syntensia is a pioneer in Security on-Demand services that protect the SMB and SOHO networks
against security threats while ensuring compliance with regulatory data security and privacy standards.

Syntensia provides affordable and comprehensive managed security subscription services that defend your
organization proactively against threats such as viruses, hackers, spyware, spam and undesirable content and is
available on a unique subscription model.

Syntensia#s $Security-as-a-Service# offering bundles everything into a single subscription fee, including comprehensive
security features, automatic updates, patches, and 24X7 technical support, thus enabling organizations to eliminate
upfront costs, providing a predictable cost structure, ensuring quality of service, and the freedom to re-evaluate the
solution decision atany time.

The motivations for adoption of the Security on-Demand model are an intense desire to reduce expense and financial

overhead, while increasing business efficiency. By subscribing to the security services provided by Syntensia, SMBs
pay only for what they need, without investing in the total cost of the product, substantially lowering capital expenditure.



Syntensia series of Plug-and-Play ready appliances integrate several crucial security
features such as Firewall, VPN, Intrusion Prevention Service, Anti-Virus, Anti-Spam, Surf
Protection, Spyware Guarding, Access Management, Bandwidth Management, Traffic
Monitoring and Efficient Reporting in a single management platform.

Syntensia provides your network zero-day protection from internal and external attacks,
Distributed Denial of Service (DDoS) and other compromises, immediately upon LLUHITE
deployment. Syntensia helps organizations become compliant by promoting regulatory
compliance framework (CIPA, HIPAA, Sarbanes-Oxley, GLBA, Basel Il etc.) and provides
protection from exposure to legal liability.
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Syntensia offers continuous proactive security updates and upgrades, 24X7 support and
organizations can use sophisticated technology without worrying as much about their

deployment, maintenance and management.

FEATURES

Syntensia Firewall

Syntensia Firewall manages all communication traffic
between the Internet and internal networks, controlling
incoming and outgoing network traffic based on the
corporate security policy, simultaneously blocking
unauthorized access. Administrators can block or allow
access, for each protocol, to each internal network,
server, service, and user group. The firewall inspects
both networking information (packet headers) and
application information (payloads) to detect and block
suspicious traffic.

Syntensia Firewall supports Dual ISP Failover to ensure
that your business is connected 24x7. Any failures in
your primary connection to the Internet will automatically
switch over to your back ISP connection.

Syntensia Intrusion Prevention Service

Syntensia performs intrusion detection by scanning
inbound network traffic and uses pattern recognition
technology to detect over 3,000 different types of
probes, Denial of Service (DoS) and Distributed Denial
of Service (DDoS) attacks, and attempts to exploit
application vulnerabilities. Syntensia also provides
complete malware protection by working with the firewall
to immediately block incoming traffic associated with
intrusions.

Our network-based DoS/DDoS Defense Detection and
Mitigation Services scrutinize network traffic in real time
and help pre-empt a broad range of denial-of-service
attacks before they attack your network.

Syntensia Surf Protection
(URL/Content Filtering)

Syntensia Surf Protection allows you the control of how
your employees use the Internet, providing you with
easy-to-use tools to create, enforce, and monitor the
right access policy for your organization.

Syntensia Surf Protection provides comprehensive web
blocking for organizations that do not want users to
browse questionable Internet sites. With Syntensia Surf
Protection, administrators can specify the types of
websites that are inappropriate for groups of users in
their organizations.

Syntensia can be trusted to enforce your acceptable
usage policy, protecting you from the legal liabilities of
inappropriate content, reducing bandwidth congestion,
and improving employee productivity.

Syntensia Virus Protection

Viruses, worms, trojans, keyloggers and other
"malware" can enter organizations by passing through
email servers, or by going directly to users who
download emails and files from their browsers.
Syntensia Virus Protection (Anti-Virus) can protect
against both.

Anti-virus for Email - Virus Protection for email scans inbound
and outbound email messages and email attachments carried
over industry-standard email protocols (SMTP and POP3).

Syntensia provides another layer of strong anti-virus
protection augmenting any desktop virus solution.
Automated, regular updates also ensure that your
company is protected by the latest virus definitions.



Syntensia VPN

The Syntensia VPN uses a variety of advanced
encryption methods to protect your data. Through
industry standard support of PPTP, Syntensia VPN
provides means for secure communications with your
remote users and for building secure site-to-site
connections.

Syntensia Spam Protection

Syntensia Spam Protection (Anti-Spam) improves
employee productivity and provides more secure emalil
communication. Inbound email messages (SMTP and
POP3 protocols) are scanned and a series of tests are
run. A "spam score" is assigned to each message
indicating the probability that the message is unsolicited.
Messages whose score exceeds thresholds set by the
administrator are dropped, returned to the sender,
passed to the recipient with a warning, or quarantined.
User editable Whitelist and Blacklists are available.

Syntensia Bandwidth Management

The Syntensia Bandwidth Management feature allows
you to segment your traffic to ensure or restrict
bandwidth usage per interface/protocol, ensuring that
the right users get the right bandwidth.

Administrator can allocate bandwidth based on user
groups or variety of applications on the corporate
network, thus prioritizing bandwidth for critical
applications and enhancing productivity. In addition,
Syntensia also allows you to keep track of bandwidth
usage with comprehensive statistical reports.

Syntensia IM/P2P Application
Usage Administrator

Syntensia IM/P2P Application Usage Administrator
manages the use of instant messaging and peer-to-
peer applications in a network.

Administrators can easily create fine-grained access
policies: allowing or dis-allowing different IM and P2P
applications, restricting access, time of access for
different user groups and enforcing bandwidth quota
against certain types of P2P application over slow ISP
links.

Syntensia works perfectly to solve issues related to
workplace productivity, improving bandwidth utilization
and enhancing security.

Syntensia Spyware Protection

Syntensia Spyware Protection is designed to detect
protect your network and users from spyware. By
blocking web pages and software downloads from
websites that contain spyware or adware, the solution
not only protects against infection of computers within
the enterprise network, but also intercepts and blocks
spyware communication from already infected
computers to spyware websites on the Internet.
Syntensia stops spyware and adware at the Internet
level, before they can infiltrate your network and
compromise or disable your computers.

Syntensia User-based Access
Management

Syntensia User-based Access Management allows
administrators not only to create a general Internet traffic
policy for the corporate network, but also define and
enforce Internet access restrictions for each individual
user.

Syntensia accesses this user database in real time and
authenticates users without storing passwords locally.
There's no need to worry about synchronizing
passwords for each user at the firewall. Any changes
made in Microsoft Active Directory are automatically
reflected in Syntensia Firewall. In conjunction with
custom security zones, corporate security policies can
be effectively enforced to prevent unauthorized access
to the network resources.

The administrator can assign different restrictive access
rights to each user decisions based on multiple criteria
(such as user id, user group, network quota and time of
accessetc.).

Syntensia Administration
Monitoring & Reporting

Syntensia# dedicated Web-based Administration
Monitoring and Reporting tool allows administrators to
set policies, customize blocked pages, schedule
updates provides organization# web usage statistics
and configure email alert policies for administrators.
Reporting is comprehensive with the flexibility to access
automated and customized reports and as
administrator; you could choose the level of detail.

Syntensia# robust reporting tool provides customizable
easy to use and granular reporting, including information
on different attack types, identifying internet abuse
helping locate bottlenecks, and system performance.



WHY CHOOSE SYNTENSIA?

At Syntensia, we believe, any organization should pay only for what they need. With the unique subscription model, we
make sophisticated technology accessible to small companies that could never before afford it.

Syntensia# $ecurity-as-a-Service#offering gives you the advantage to fight against viruses, spam, spyware, hackers
and other vulnerabilities by blocking threats before they reach your network, while eliminating the burden of up-front
investment in your network security infrastructure, thus allowing you to focus on your business critical projects.

Realize Business, Financial & Technology Benefits

Syntensia offers a multitude of business, financial and technology benefits for organizations.

Business Benefits

BUSINESS BENEFITS

Business Growth |  Syntensia promotes business growth by providing a more secure network environment for
e-commerce by protecting organization# confidential data along with sensitive customers, partner information and other
resources.

Optimum Use of IT Resources !  Syntensia# security subscription model frees the organization from the responsibility
of installing, updating and maintaining manually, which means that the organization can devote internal IT resources on
their core mission and goals and utilize resources in more strategic areas.

Better Workplace Productivity ! Improve workplace productivity by enforcing acceptable internet usage policy,
reducing bandwidth congestions, avoiding legal liabilities and ensuring compliance.

Cost-effective Scalability ! The benefit of Security on-Demand model is that it grows with you. The pay-as-you-go
model gives you the freedom to subscribe to security for 10 employees, or scale it up for a 50 member department or an
entire organization keeping your costs minimal.

Regulatory Compliance ! Achieve cost-effective regulatory compliance (Sarbanes-Oxley, CIPA, HIPAA, GLBA, etc.)
for your network.



FINANCIAL BENEFITS

Low Total Cost of Ownership ! Syntensia's security services are delivered at a fixed monthly fee for ongoing security
services, which allows for easy budgeting, rather than outlay up-front investments in capital-intensive and depreciating
equipment.

PayAsYouGo ! Pay only for the security required today, rather than invest in unpredictable future needs and if you are
not satisfied with the Quality of Service (Q0S), you have the choice to discontinue the service.

Eliminate Hidden Costs !  Without the need for hardware purchase, software licensing or additional maintenance,
security expenditures come out of your monthly operating budget and not capital expenditure.

Competitive Pricing and Flexible Payment Options ! Syntensia offers organizations very competitive pricing,
flexible payment options, and regular promotions that can help control costs.

Better Budget Allocation ! Free up your working capital from security budgets to focus on core business elements
such as research, product development, sales, marketing and operations.




TECHNOLOGY BENEFITS

All-in-One Network Security ! Syntensia series of appliances integrate several crucial security features such as
Firewall, VPN, Intrusion Prevention Service, Anti-Virus, Anti-Spam, Surf Protection, Spyware Guarding, Access and
Bandwidth Management, Traffic Monitoring and Efficient Reporting in one management platform.

Easy-to-deploy and Manage ! Syntensia series of Plug-and-Play ready appliances are the most convenient option as
organizations can use sophisticated security without worrying as much about its deployment, maintenance and
management.

Single-point Accountability ! Syntensia eases the strain on your IT resources with comprehensive security for your
network through a single point-of-contact for updates, upgrades, service and repair.

Technology Benefits

24x7 Access to Security Experts ! Anytime a security issue arises, you can contact our security experts to receive
timely consultation and recommendations at no additional cost to your organization.

Proactive Security Updates and Upgrades ! Proactively protects small-medium organizations against web threats
through regular security updates and upgrades.

Security-as-a-Service is not all about the technology; it is a better way to deliver value to your organization.
Security on-Demand service model gives you the freedom and flexibility you need and hence is here to stay.
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SUBSCRIBE TO SECURITY

Sweden-based Syntensia is a pioneer in Security on-Demand services that protect SMB
and SOHO network. Syntensia offers the unique option of subscribing to network security
without investing in the total cost of the product. The customers have the freedom to
subscribe for three months to three years.

Unlike many products in the market, Syntensia offers affordable and comprehensive
managed security subscription services that defend your organization proactively against
threats such as viruses, hackers, spyware, spam and undesirable content.

Syntensia's 'Security-as-a-Service' offering bundles everything into a single subscription
fee, including comprehensive security features, automatic updates, patches, and 24X7
technical support, thus enabling organizations to eliminate upfront costs, providing a
predictable cost structure, ensuring quality of service, and the freedom to re-evaluate the
solution decision at any time.

Managed security subscriptions are simply more compatible with your plans to manage
cash flow, while avoiding the complexities of license management and enforcement of
company-wide compliance.

Enjoy a multitude of business, financial and technology benefits with Syntensia

Business Benefits

= Business Growth

Financial Benefits Technology Benefits

= Pay As You Go = All-in-One Network Security

) e : Appliance
= Optimum Use of IT Resources = Eliminate Hidden Costs
- = Easy-to-deploy & Manage
= Better Workplace Productivity « Competitive Pricing

: : = Single-point Accountability
= Cost-effective Scalability < |NIEHelE FEpImET: Qi Ens - 24x7 Access to Security

= Better Budget Allocation Experts

= Regulatory Compliance

= Proactive Security Updates

= Low Total Cost of Ownership
& Upgrades

Syntensia AB
PO Box 5216
102 45 Stockholm

Sweden

t:+46 8 559 26 786
e: info@syntensia.com
W: www.syntensia.com




