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Threats: Types, Intent, Probability and 
Damage

Threats to the network resource could take various forms, viz.:

� Network Intrusion

� Denial of Service

� Need for URL/Content Filtering

� Adware and Spyware

� Key Loggers

� Rootkit

� DNS Poisoning

� Spam
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Key issues : Healthcare

Key issues include :
� Ensuring the security of patient and financial information.

� Entry of viruses and worms into the networks through email 

� Employee Internet Misuse � Access sites that may contai n spyware/ 
adware, malicious code, all of which can compromise the integrity of 
systems and data.

� Illegal Access (Internal) - employees who may indulge in sharing 
unauthorized information on records of a famous patients, new drug, 
details of a patent pending technique etc.

Healthcare organizations continually look to technology
solutions to increase mobility and enhance productivity.

Health Insurance Portability and Accountability Act (HIPAA) requires that all healthcare 
organizations protect sensitive client data, much of which can be illegally transferred by a simple 
keystroke.
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Solution for Healthcare

� The most suites solution would be easy-to-manage, flexible, and cost-
effective security appliances to help healthcare ensure the security and 
reliability  also ensures :

� Firewall, Anti-virus and Intrusion prevention - deep packet inspection shields 
networks from outsiders such as hackers, trojans and worms.

� Surf Protection � Content Filtering lets retailers p rovide employees with Internet 
access while blocking inappropriate or objectionable sites

� Flexible policy setting control based on user, group network - Surgeons, Support 
staff,  grade levels etc.

� Spyware Protection - detects spyware and quarantine the infected files for immediate
protection by blocking web pages and software downloads from websites.

� Easy to Use / Minimum installation and management

� Minimal administrative overhead � No IT specialist requ ired
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Key issues : Education

Key issues include :
� Access to inappropriate content by students

� Illegal Access or Intrusions into academic records and 
results

� Entry of viruses and worms into school/college networks 

� Utilization of school/campus networks for illegal content 
download and sharing

CIPA requires educational institutions to operate "a technology protection measure with respect to any of its computers with 
Internet access that protects against access through such computers to visual depictions that are obscene, child 
pornography, or harmful to minors," 

CIPA stand for Children�s Internet Protection Act

Internet has open new worlds to students of today to 

information; unfortunately, it has also made it easy to 

access inappropriate content and to utilize 

school/colleges networks for non educational pursuits.
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Solution for Education

� The most suited solution would be a cost effective and comprehensive 
integrated appliance that provides critical security application in one platform 
and also ensures :

� Easy to Use / Minimum installation and management

� Conserve expensive bandwidth - Blocking of inappropriate content and peer-to-peer 
file sharing, instant messaging, to free up valuable bandwidth.

� Flexible policy setting control based on user, group network - Faculty, student grade 
levels etc.

� Scalability for easily accommodating more users.

� Easy to budget (Predictable cost structure making it easy to budget)

� Minimal administrative overhead � No IT specialist requ ired
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Key issues : Retail & Hospitality

Key issues include :

� Securing Front & Back office applications 

� Credit card processing (Internet based)
� Corporate access to traveling employees

� Customer/ Partner Loyalty Programs

� Protection from hacker attacks & Securing 
against valuable business and customer data 
against fraud

� Securing daily communication over the Net 

With the burgeoning e-commerce market, 
retailers have to ensure that their Internet 
infrastructure is secure and fool-proof.
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Solution for Retail & Hospitality

� The most suites solution would be easy-to-manage, flexible, and cost-effective 
security appliances to help retail organizations ensure the security and 
reliability  also ensures :

� Firewall, Anti-virus and Intrusion prevention - deep packet inspection shields 
networks from outsiders such as hackers, trojans and worms.

� Virtual Private Networking (VPN)  - provides secure communications over the Net 
to protect sensitive information transmitted across networks.

� Surf Protection � Content Filtering lets retailers p rovide employees with Internet 
access while blocking inappropriate or objectionable sites. Also maximize employee 
productivity  .

� Easy to budget (Predictable cost structure making it easy to budget)

� Scalability for easily accommodating more users.

� Continuous security updates, Upgrades and Patches
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Key issues : Financial Institutions

Key Issues :

� Network Intrusion (External) : Without the access privileges, attempts 
to penetrate your network resources with malicious intent.

� Illegal Access (Internal) - employees who may indulge in sharing 
unauthorized information on passwords, credit card details etc.

� DNS Poisoning: The domain name server is duped so that it starts
redirecting the traffic to another predetermined malafide destination.

� Phishing Scams: Phishers attempt to fraudulently acquire sensitive 
information, by masquerading as a trustworthy person/ business.

� Employee Internet Misuse – Access sites that may contain spyware/ 
adware, malicious code, all of which can compromise the integrity of 
systems and data.

With the disturbing trends of phishing and online fi nancial frauds, 
it is evident that financial services industry has become the most 
frequently targeted industry.


